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Modem

* Modulator/Demodulator

It takes the signals that come from your Internet Service
Provider, or ISP, and translates them into an Internet
connection for your Wi-Fi router to broadcast.

e Typically, no Setup or System Settings
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Modem

Data Over Cable Service Interface Specification (DOCSIS)

— An international telecommunications standard that
permits the addition of high-bandwidth data transfer to an
existing cable television (CATV) system.

Willow Valley recommended modems include: Arris
Surfboard DOCSIS 3.0 modem, model SB6183 or SB6190

No maintenance required
Can connect a Laptop to Modem for Testing

Modem/Router combo?






Routing

 Home and small office routers simply forward data
(IP packets) between the computer and the Internet.

* Your router’s main responsibility is to route data
between devices in your home, and between those
devices and the Internet.

* The system of interconnected devices in your home
plus the router itself collectively makes up your
home network.
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DHCP (Dynamic Host Configuration Protocol) is a network management
protocol used to dynamically assign an Internet Protocol (IP) address to any
device, or node, on a network so they can communicate using IP.
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https://www.techtarget.com/searchunifiedcommunications/definition/Internet-Protocol

Routing
Logs Outgoing Requests
Accepts Only Requested Traffic
Provides Addressing for LAN (DHCP)

Directs Incoming Traffic to Proper Device



To 151.101.0.73:80

From:
CNN.COM
HOO ~ 151.101.0.73
GET CNN.COM

To 151.101.0.73:80 173.25.201.63

From:

192.168.1.1:xxxx Router

GET CNN.COM 192.168.1.1

173.25.201.63

192.168.1.100 192.168.1.101

192.168.1.100

151.101.0.73




An IP address, or Internet Protocol address, is a series of
numbers that identifies any device on a network.

173.25.201.63

Router
192.168.1.1

192.168.1.100 192.168.1.101




To 151.101.0.73:80 173.25.201.63

From:

192.168.1.1:xxXX Router

GET CNN.COM 192.168.1.1

192.168.1.100 192.168.1.101




To 151.101.0.73:80
From:

XXXX

GET CNN.COM

To 151.101.0.73:80 173.25.201.63

From:

192.168.1.1:xxxx Router

GET CNN.COM 192.168.1.1

192.168.1.100 192.168.1.101




To 151.101.0.73:80

From:
CNN.COM
HOO ~ 151.101.0.73
GET CNN.COM

To 151.101.0.73:80 173.25.201.63

From:

192.168.1.1:xxxx Router

GET CNN.COM 192.168.1.1

173.25.201.63

192.168.1.100 192.168.1.101




To 151.101.0.73:80

From:
CNN.COM
HOO ~ 151.101.0.73
GET CNN.COM

To 151.101.0.73:80 173.25.201.63

From:

192.168.1.1:xxxx Router

GET CNN.COM 192.168.1.1

173.25.201.63

192.168.1.100 192.168.1.101

192.168.1.100

151.101.0.73




2.4 GHz vs 5 GHz

« 2.5 G has longer range, but isn’t as fast

« 5 Gis faster, but has a shorter range

« My recommendation: use 5G unless sighal strength is a
problem



Mesh Routers

A main router connected to the Internet plus satellite
routers

* Usually for large homes

e A Wi-Fi extender



Signal Attenuation

Obstacle Additional losses Effective
(dB) distance*
Open space 0 100%
Window without tinting (no metalized 3 0%
coating)
Window with tinting (metalized coating) 5-8 50%
Wooden wall 10 30%
Interior wall (15.2 cm) 15-20 15%
Bearing wall (30.5 cm) 20-25 10%
Concrete floor/ceiling 15-25 10-15%
Monolithic reinforced concrete slab 20-25 10%

Source:
Keenetic.com.



Check Speed

Speedtest.net by OOKLA

Netflix
5 Mbps for full HD
25 Mbps for 4K

() SPEEDTEST

() SPEEDTEST M =

® PING ® DOWNLOAD ) UPLOAD

47 89.27 9.55

Mbps Mbps

In General

25 Mbps down is
good for most
residents

~—~ Elevated MSP »
() A

~—~ Elevated MSP >
( i ) A

(«~) Comcast Business

(«») Comcast Business

Mbps, megabits per second



Property Management

From Property Management>TV and Internet
Information>CampusNET

Modem $60 Router $120 from Willow Valley

| Property
Management

Recommended modems include: Arris Surfboard DOCSIS
3.0 modem, model SB6183 or SB6190.

TP-Link Router for Wireless, model AX1800 (Archer AX21)

AVOID “Z00M” brand modems—connection issues have
occurred with this brand



Maintenance

* Periodically check for router firmware updates

* Sign into router setup screen

* Periodically check for updates to the
network adapters in your computer

 Device Manager>Network Adapters
right click on Wi-Fi adapter>select
update driver>search automatically
for drivers

&= Computer

== Disk drives

L@l Display adapters

i Firmware

¢y Human Interface Devices

*® |IDE ATA/ATAPI controllers

== Keyboards

u,] Mice and other pointing devices
L8 Monitors

v ¥ Network adapters

¥ ProtonVPN Tunnel

E¥ Realtek Gaming GbE Family Controller
=¥ Realtek RTL8822BE 802.11ac PCle Adapter
¥ TAP-ProtonVPN Windows Adapter V9

- WAN Miniport (IKEv2)
=¥ WAN Miniport (IP)
& WAN Miniport (IPv6)

¥ WAN Miniport (L2TP)
&¥ WAN Miniport (Network Monitor)
—+ WAN Miniport (PPPOE)
& WAN Miniport (PPTP)
E¥ WAN Miniport (SSTP)
B Portable Devices
= Print queues

= Printers



APARTMENT WI-FI NETWORK



Sample Apartment Network

Firewall




192.168.1.100

173.25.201.63

ROUTER

192.168.1.1

192.168.1.101

Local Area Network (LAN)

192.168.1.102




Local Area Network

Router serves as an interface between the Internet and
the LAN

Each Device in the LAN has a unique address

Portions of Internet Address Range reserved for local
“Private” network addressing

Addresses usually provided by the Router



ﬂf NETGEAR74-5G-1
* Connected, secured

Properties

Disconnect

77 NETGEAR74-5G-2
77 NETGEAR74
(7 NETGEAR76

e WVGuest

Theater-5G

Network & Internet settings
Change settings, such as making a connection metered.

7P “)
Mobile
Airplane mode hotspot
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Nearby Networks

@Wiﬂ Analyzer

dlink_RM4+

Adjacent Channel
Interference

dlink_Rm3

Venzon-89014Y3025

CO-Channel
Interference

Also shows signal strength



WiFi Analyzer
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What Devices are Affected?
Single Wired Device

Single Wireless Device
All Wired Devices

All Wireless Devices
All Devices



I've Lost My Internet Connection

What does the network icon in Notification area show?

6:27 PM
N b O EL'D 5/1/2022 ~ b S E":')

6:27 PM
5/1/2022

6:27 PM
~ LS ﬁ"j) 5/1/2022

Modem and router lights on?

Is Wi-Fi on for both computer and router?

Are other devices working?




I've Lost My Internet Connection

* Turn off modem, router, computer.
— Turn on modem, wait five minutes or until stabilized
— Turn on Router, wait five minutes or until stabilized
— Turn on computer, wait five minutes or until stabilized
— The sequence is critical

 Unplug and reinsert ethernet cables

* Plug modem directly into wall outlet



I've Lost My Internet Connection

Use Troubleshooting button in the Network and Sharing
Center

Use a channel analyzer to check for channel interference

Update router firmware and Network Adapter driver

Substitute other hardware and cables



I've Lost My Internet Connection

 Buy a new router
— About every five years

— The technology changes quickly

1997 802.11 2.4GHz
1999 802.11b 2.4GHz
2003 802.11¢g 2.4 GHz
2009 802.11n 5/2.4GHz
2013 802.11ac 5 GHz
2020 802.11ax 5/2.4GHz



Router Access

Comcast 10.0.0.1
NetGear 192.168.0.1, 192.168.1.1

airPort 10.1.0.1
LinkSys 192.168.1.1



IPConfig

Command Prompt

dindows IP Configuration

Unknown adapter ProtonVPN TUN:

Media State C e e e
Connection-specific DNS Suffix

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPvE Address

IPv4 Address.

Subnet Mask .

Default Gateway .

+ Media disconnected

fed@::5463:9Ffb: f8f9:95b5%18
192.168.1.6

255.,255.255.8

192.1658.1.1




Router Settings

Default Factory Settings usually correct for WV
DHCP - ON, NAT (Network Address Translation) — ON
WiFi Security WPA2 AES

Passwords
— Set Wi-Fi Passphrase
— Router Password
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